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DevOps Architect | Platform Engineer | AI Platform Engineer | AWS | Kubernetes | Terraform

Los Angeles, CA · Remote | jastek.sweeney@gmail.com | linkedin.com/in/john-sweeney-9b97262 | github.com/jastek69 | jastek69.github.io/resume

PROFESSIONAL SUMMARY
DevOps and Cloud Architect with experience designing secure, scalable platforms across AWS and GCP, with a focus on platform
engineering, Infrastructure as Code, Kubernetes, CI/CD, event-driven systems, DevSecOps, observability, and AI-assisted operations.
Builds reusable infrastructure and automation that improve deployment consistency, operational visibility, and security. Current
engineering work includes agentic AI platforms using Amazon Bedrock, Step Functions, Pydantic, DynamoDB, and MCP while preserving
deterministic authorization, least privilege, durable state, and auditable evidence.

CORE COMPETENCIES
Cloud & Platform Architecture: AWS, GCP, multi-cloud architecture, serverless platforms, distributed systems, event-driven architecture
Infrastructure as Code: Terraform, reusable modules, remote state, state locking, modular stacks, CI/CD-ready provisioning
Containers & Kubernetes: Docker, Kubernetes, Amazon EKS, GKE, containerized workloads, deployment automation
CI/CD & Automation: GitHub Actions, Jenkins, Git, Python, Bash, REST APIs, infrastructure and operational automation
AI Platform Engineering: Amazon Bedrock Converse, agentic AI, AWS Step Functions, MCP, Pydantic, tool-bounded workflows,
OpenSearch retrieval
Security / DevSecOps: Cognito OAuth/RBAC, IAM, least privilege, AWS WAF, KMS, Secrets Manager, Comprehend PII/PHI redaction, Snyk,
auditability
Observability & Reliability: CloudWatch, CloudWatch Logs/Insights, alarms, dashboards, incident workflows, S3 evidence/reporting
Cloud Networking: VPC, Transit Gateway, Route 53, ALB/NLB, HA VPN, BGP, Cloud Router, security groups, network segmentation

PROFESSIONAL EXPERIENCE
KED Law Group, APC | IT Consultant → DevOps Engineer | July 2019 - Present

Progressed from IT consulting into cloud, DevOps, automation, security, and AI-assisted platform engineering, modernizing internal
systems through reusable infrastructure and event-driven workflows.
Implemented Terraform Infrastructure as Code and modular deployment patterns to improve repeatability, consistency, and lifecycle
management across AWS environments.
Built Python/Bash automation, API integrations, and event-driven workflows using Lambda, SNS, SQS, and EventBridge to reduce
repetitive operational work and decouple services.
Designed AI-assisted document and data-processing workflows using Amazon Bedrock and AWS services, including serverless PII
detection/redaction patterns with S3 Object Lambda, Lambda, Comprehend, and Textract.
Implemented GitHub Actions and Jenkins CI/CD workflows supporting infrastructure deployments, standardized release processes,
and security-oriented pipeline practices.
Implemented monitoring, logging, alerting, and reporting with CloudWatch and cloud-native observability tools; applied IAM,
encryption, least privilege, WAF, and automated controls to strengthen operational security.

SELECTED PLATFORM & ARCHITECTURE ENGINEERING
SEIR - Serverless SOAR & Agentic Security Platform - Phase 2
AWS | Terraform | Python/Pydantic | Lambda | API Gateway | Cognito | WAF | EventBridge | Step Functions | DynamoDB | S3 | Bedrock Converse
| MCP

Extended SEIR into a typed AI/security platform where Pydantic validates domain objects, Fusion.py performs deterministic threat
correlation/classification/assessment, and Bedrock is constrained to investigation, interpretation, and narrative generation rather than
authoritative security decisions.
Designed DynamoDB-backed operational memory across 14 application tables for findings, incidents, token lifecycle, compliance,
reporting, and agentic conclusions; agents re-read authoritative state rather than trusting transient event payloads.
Implemented four Step Functions + Bedrock Converse agentic workflows for WAF investigation, token investigation, SOAR
interpretation, and executive interpretation, with read-only tool loops, structured submit boundaries, retries, and explicit termination
paths.
Built a Cognito OAuth/RBAC-protected FastMCP control plane exposing 33 controlled read/action tools for analyst queries, agent
invocation, reporting, and live workflow demonstrations.
Integrated CloudWatch observability, S3 evidence artifacts, AbuseIPDB/CISA KEV/MITRE ATT&CK enrichment, and reporting aligned
to NIST CSF 2.0, CIS v8, PCI DSS 4.0, and ISO 27001.

SEIR Legal AI - Legal Case Management AI Platform
AWS | Terraform | Bedrock | Step Functions | Comprehend Medical | OpenSearch | Cognito | SSM | S3 | MCP | Python/pytest

Extended the SEIR platform into a legal case management platform with per-matter boards of deadlines, drafts, and reminders,
deployed as a ~460-resource Terraform apply that reuses SEIR's Cognito pool, WAF, REST API, and jobs-queue module.
Enforced redaction before any model sees a case document: agent IAM roles are denied direct S3 reads, and the only read path is a
Comprehend + Comprehend Medical redaction gateway for PHI/FERPA data that fails closed on unsupported scans.
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Built deadline, payment, and case-hygiene monitors feeding a dispatcher (applicability → policy → prerequisite → dedupe → budget),
with graduated autonomy (observe → draft → notify) set live in SSM; no tier files, serves, or emails anyone.
Made citations verifiable: drafts carry [VERIFY] citation sidecars, OpenSearch BM25 search covers administrative decisions, and
semantic retrieval stays disabled until it beats lexical search on a counsel-graded evaluation set.
Separated attorney and paralegal entitlements across web, chat, and API through Cognito groups and scoped jobs; validated by 238
pytest tests plus a retrieval golden-eval set, with CI through SEIR's reusable workflows.

Multi-Region Regulated Cloud Platform - AWS + GCP
AWS | GCP | Terraform | Transit Gateway | HA VPN | BGP | CloudFront | Route 53 | Aurora MySQL | IAM | KMS

Architected a compliance-oriented multi-cloud platform spanning 2 AWS regions, 1 GCP region, 2 cloud providers, and 3 deployment
environments while maintaining protected data within the designated Japan data-authority region.
Built 6 reusable Terraform modules and 4 independently deployable infrastructure stacks covering Global AWS, Tokyo, Sao Paulo, and
GCP New York, with remote state, state locking, scaffolding, and CI/CD-ready workflows.
Engineered resilient AWS/GCP connectivity using AWS Transit Gateway, Google Cloud HA VPN, Cloud Router, and 4 redundant BGP
VPN tunnels, with non-overlapping address space and explicit routing controls.
Applied least-privilege IAM, Secrets Manager, KMS encryption, private database access, WAF, network segmentation, centralized
CloudWatch monitoring, and encrypted logging.
Implemented AI-assisted incident reporting using CloudWatch, SNS, Lambda, Amazon Bedrock, S3, and Amazon Translate, preserving
human responsibility for final correctness and compliance review.

GCP Hub-and-Spoke Network Platform
GCP | Terraform | HA VPN | Cloud Router | BGP | Service Account Impersonation | ADC

Designed a 1-hub / 4-spoke GCP network platform using HA VPN and BGP across multiple projects, structured with 7 Terraform
modules plus separate bootstrap and infrastructure scaffolding.
Used service-account impersonation and Application Default Credentials instead of static JSON keys, with parameterized tfvars and
CI/CD-oriented deployment design.

Kubernetes & CI/CD Platform Engineering
Docker | Kubernetes | Amazon EKS | GKE | Jenkins | GitHub Actions | Terraform | Snyk

Built containerized deployment workflows using Docker and Kubernetes with EKS/GKE-oriented infrastructure patterns, integrating
Terraform provisioning with Jenkins and GitHub Actions automation.
Applied DevSecOps controls including least-privilege IAM, pipeline security checks, vulnerability scanning with Snyk, and cloud-
native logging/monitoring to strengthen deployment safety and operational visibility.

Global AWS Transit Gateway Architecture
AWS Transit Gateway | VPC | VPN/BGP | Routing | Terraform | High Availability

Designed a global Transit Gateway architecture with 7 regional hubs - Tokyo, Australia, California, Hong Kong, London, New York, and
Sao Paulo - emphasizing scalable routing, non-overlapping address space, fault tolerance, and disaster-recovery patterns.

ADDITIONAL PROFESSIONAL EXPERIENCE
Asurion - Verizon In-Home Support / Premier Support Technician | 2017-2020 - Diagnosed mobile, IoT, application, and home-
networking issues; selected as a top performer for a support pilot and technician mentoring.
2K Games - Associate Producer | 2015-2016 - Supported game development and publishing, QA/database workflows, technical
troubleshooting, dedicated-server setup, and first-party submission materials.
505 Games - Project Manager / Submission Manager | 2011-2014 - Managed multi-platform production, certification, risk, release
schedules, and coordination with development teams and platform partners.
Activision - Associate Producer / Production Coordinator | 2002-2011 - Supported multi-platform game development through
milestone coordination, QA, build/mastering activities, production planning, and cross-functional delivery.

CERTIFICATION & EDUCATION
AWS Certified Solutions Architect - Associate - Verify credential
UCLA Extension - Computer and Information Sciences
The Ohio State University - Computer Science

https://cp.certmetrics.com/amazon/en/public/verify/credential/1d07cad685f4409b948e45bced0370e6

